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Device Platform Intelligence / Cisco Catalyst 2960X-24TS-LL Switch (CVE NO/Severity/Description)

Manufacturer's Common Vulnerabilities and Exposures (CVE)

Severity v3.0 Severity v2.0  Description

Cisco Catalyst 2960X-24TS ...

o4nrz0e Avulnerability in the Software Image Management feature of Cisco DNA Center could allow an
authenticated, remote attacker to access to internal services without additional authentication. The

Platform Information http:l/www. router-switch.com/ws-c2960x- vulnerability is due to insufficient validation of user-supplied input. An attacker could exploit this
vulnerability by sending arbitrary HTTP requests to internal services. An exploit could allow the attacker to
bypass any firewall or other protections to access unauthorized internal services. DNAC versions prior to

Search Engine Search on Google 1.2.5 are affected.

CVE-2019-1840
End Of Sales Yes (201 5'1 1 '06) more info 041182019 Avulnerability in the DHCPV6 input packet processor of Cisco Prime Network Registrar could allow an
unauthenticated, remote attacker to restart the server and cause a denial of service (DoS) condition on the
affected system. The vulnerability is due to incomplete user-supplied input validation when a custom

End of Support Planned (2020-11-30) more info
Wired Connection Yes

Wireless Connection -

Fingerprinting Source [ SNMP OID |

Added at Aug 20, 2014

Manufacturer Name Cisco Systems Inc.
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172.29.112.85 00:E0t4C:60:00:EFMicrosoft Windows 8.
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172.29.112.254  00:1B:8F:37:30:71 Cisco Networking Device

(@) Genians



4 forest-126
2 laptop-i...

W ol0ix| B
o NE
& M2
& ey

7 HAE @Y|
@ App Store
@ Automator
@ Dashboard
& ovp E0i0]
@ FaceTime
@ Game Center
& GarageBand
(G Genians
Q iBooks
¥ iMovie
7 iPhoto
(& unes
* Keynote
@ Launchpad

& Mail

|| Mission Control
@ Numbers

7 OSX Yosemite &
&/ Pages

@ macOs High Sierra &% a7

:

MacOS Agent A X| 3™

Ol# Genians

&7 88 z809

10.5M8

201841 3% 72 42 2 10:56
2 0¥ 9:36

2p 28 9:36
5.0.13.0305-67349

ey
Y
EERT]
s

MacOS ..E "H

GRY)

3 = 4

{Com )

Genian

Login is required.
Please click here to continue.

MacOS 279! T

XILJRIA ()

(] g o 172.29.112.60 AC:E0:10:61:A1:0F E 712383 2 Microsoft Windows
(- | & 172.29.112.61 80:E6:50:0F:5F:6C =B 71EE= gunwoongui-macbook-pro.local  Apple OS X Mavericks
o g ¢ 1722011267  60FS1DBEAAS [ 7128 MACBOOKPRO-AAS0 Apple MacBook Pro
A
MacOS Agent =F] HE
0s1 PT  aum s219% a2
™3 B 2SHNEE Y SSHNZEE =T macOS SEHH HE S MER FES £TSHH RETEQ EATLC
o SEYOIYE +T SIEACHE £ OIGEC e H2IWE HIUA YEE ST LEFEN IABLC
3 £ZEYOIYE 5 £ZEQOEE £E X ATEYOINEE 20 LEWEO [LEEYOIHE[LTEY S Z0] TABLIC
3 B HEYIFE I HEYJIZE =3 HESS QIEHO|A HES =TS LETEN EATLC
3 WMATE +7 HUTE £ PCOI £X|SI0{Qls SAT2 12 W22 STBLICL
™3 @ macOS YH0IE macOS ZHC0IE mac0S2| VG|0|E HEfS HASID SR G2 F4 AGHO0|ES +FSLICH
A
Software A& %
— © HH
[y | 3E o . : - [ =zzanz
[#] Apple OS X Mavericks |#| Apple OS X Y
‘ “ MacOS X[ HH _
[#] Apple OS X El Capitan |#| Apple macOS Sierra e
LZEYO YE . . ) ZEY0 €2 Genian Agent [J 00T E HE =37
(¥ Apple macOS High Sierra “ —
=== | wm | mzezaz sEENz
e AiPort SEE/E| 6.3.2 apple IApplications/Utilities/AirPort Utility.app 5/22/13, 5:05 AM 2018-04-04 09:38:54
F.' App Store 13 apple IApplications/App Store.app 5/14/13, 201 AM 2018-04-04 09:38:54
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L-.' FaceTime 30 apple IApplications/FaceTime.app 5/16/14, 8:44 AM 2018-04-04 09:38:54
L-'. Feedback Assistant unknown ISystem/Library/CoreServices/Feedback Assistant.app 3/23/14, 4:56 AM 2018-04-04 09:38:54
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